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Introduction: Reliability and Availability Impact

▪ Software Dependability is Critical. 

o Rising system complexity demands higher 
reliability.

o Systems are growing smarter and riskier. 
AI now writes 25%+ of Google’s new code.

▪ Key Post-development Reliability Strategies

✓ Proactive: Failure Prediction ✓ Reactive: Anomaly Detection
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Log Artifacts, a Valuable Resource for Insight

Log files capture detailed information during system execution.

▪ Challenges & Opportunities

o Logs are semi-structured. → Log Preprocessing

o Modern systems generate large volumes of log data. → Automatic Method
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Background: Log Analysis Tasks

Main differences: Mode of operation (reactive vs proactive) Input Data

▪ Anomaly detection is the task of identifying anomalous patterns in log data that do not 
conform to expected system behaviors.

▪ Failure prediction attempts to proactively generate alerts before the occurrence of 
failures, which often lead to unrecoverable outage.



University of Ottawa     |    University of LuxembourgUniversity of Ottawa                   Université d'OttawaUniversity of Ottawa                   Université d'Ottawa

5

Main challenges in Log Analysis

Log-based Failure Prediction

Log-based Anomaly Detection

▪ No Systematic Study to evaluate the impact of different DL network and embedding strategies.

▪ Lack Labeled Datasets with different characteristics.

▪ Unstable Logs: Most methods assume stable logs, but logs change with software and environment updates.

▪ Substantial Reliability on Labeled Data: ML, especially DL models, need large labeled datasets, which are 

costly.

▪ Data Leakage: Many datasets contain leaks, leading to inflated DL performance.
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Motivation

Exiting LAD Solutions mostly

assume a stable data distribution,

rely on substantial labeled training data,

overlook the contextual information of logs,

prone to inflated effectiveness due to data leakage issues.
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Proposed Approach

We propose FlexLog, a data-efficient anomaly detector on unstable datasets.
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Unstable Data Configuration

Models are trained on stable data and tested on unstable data.

✓ Expanded datasets to 4 (real-world + synthetic):
Real-world: ADFA-U, LOGEVOL-U, Synthetic: SynHDFS-U, SYNEVOL-U

✓ Removed overlapping test logs to prevent information leakage.
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Experiment Setting

Baselines: 
Four supervised, one semi-supervised, and four unsupervised models

Empirical configuration of FlexLog:
KNN (K-Nearest Neighbor), DT (Decision Tree), and SLFN (Single-Layer Feed-forward Network) as 
ML models chosen due to their data and time efficiency seen in a recent work

Mistral (Mistral Small Instruct 22B) as LLM model chosen due to its open-source and comparable 
performance to the closed-source LLMs. 

Evaluation Metrics and Statistical Testing: 
Effectiveness: P (Precision), R (Recall), F1 (F1-score), 
Efficiency: ∆𝑢%(labeling cost reduction), T (Training Time), I (Inference Time)
Statistical Testing: Mann-Whitney U test (also called Wilcoxon rank-sum test)

✓We evaluated nine ML baselines: four unsupervised, one semi-supervised, and four 
supervised methods.

✓ Empirical Configuration of FlexLog:

Supervised Semi-supervised Unsupervised

LightAD PLELog DeepLog

NeuralLog LogAnomaly

LogRobust LogCluster

CNN PCA

KNN SLFNDT

Mistral Small

ML-based

LLM-based
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RQ1: How effective is FlexLog for ULAD compared to the baselines?

FlexLog achieves state-of-the-art 
effectiveness on both real-world 
and synthesized datasets while 
exhibiting high data efficiency.

On synthesized datasets, FlexLog
remains effective under up to 30 % 
sequence- and template-level 
instability.
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RQ2: How does the amount of labeled data impact FlexLog’s data effectiveness?

FlexLog outperforms baselines 
in F1 scores under varying data 
scarcity levels of ADFA-U except 
at dataset size = 50, where all 
methods perform poorly due to 
insufficient data.
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RQ3: How time-efficient is FlexLog, and what is the cache’s memory overhead?

While FlexLog is not the most time-
efficient in ULAD inference, it
processes each log sequence
within 1 s on average.

FlexLog’s cache memory remains
below 4 MB for most datasets (up
to 19.6 MB for ADFA-U), confirming
its memory efficiency.
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RQ4: How does the performance of FlexLog vary under different configurations?

The full FlexLog configuration—
combining cache, RAG, and an
ensemble of KNN, DT, SLFN, and
Mistral—performs best, with
each component improving
efficiency or effectiveness.

Among LLMs, Mistral is a cost-
effective choice, matching the
performance of GPT-4o while
outperforming Llama.
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Publication

• This work is accepted in ACM Transactions on Software Engineering and Methodology 
(TOSEM).



University of Ottawa     |    University of LuxembourgUniversity of Ottawa                   Université d'OttawaUniversity of Ottawa                   Université d'Ottawa

1515

Date and Code

Replication 

Package 

▪ We have included a replication package including datasets, FlexLog and baselines, and 
statistical evaluation. 
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Summary 

✓ We introduce FlexLog, a hybrid ML + LLM ensemble for unstable logs.
✓ FlexLog outperforms baselines by ≥1.2 pp F1 using 63% less labeled data.
✓ Inference remains efficient (<1 s per log sequence).
✓ Caching and RAG modules improve robustness and efficiency.
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Future Work

✓ Integrate stronger open-source LLMs (e.g., DeepSeek R1).
✓ Develop dynamic ensemble strategies beyond majority voting.
✓ Extend caching to handle approximate log similarities.
✓ Use data augmentation (GANs, synthetic logs) to balance datasets.
✓ Explore agentic detection via repair–execute–feedback loops with LLMs.
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Proposed Approach

FlexLog combines ML-based methods with fine-tuned LLMs by ensemble averaging. 
Contextual information are integrated by LLMs using RAG-based prompting.
The speed of inference is improved by cache-empowered inference.
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Impact of De-duplication
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Alternative Ensembling Strategies
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Research Questions

RQ1. (effectiveness) How effective is FlexLog for ULAD compared to the baselines?
RQ1.1 Can FlexLog trained on limited labeled data achieve comparable effectiveness to baselines trained on 

full datasets?
RQ1.2 What impact does the level of log instability have on FlexLog and the baselines?

RQ2. (data efficiency) How does the amount of labeled training data impact FlexLog’s effectiveness, and can it 
maintain robust effectiveness under varying degrees of data scarcity?

RQ3. (time and memory efficiency) What is the performance of FlexLog in terms of time efficiency during training 
and inference, and how much memory overhead does the cache incur during inference?

RQ4. (configuration impact) How does the performance of FlexLog vary under different configurations, including 
ablations of base models, RAG, and the cache, as well as alternative LLM choices?
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Another Contribution: Unstable Data Configuration

Real-world: ADFA-U, LOGEVOL-U, 
Synthetic: SynHDFS-U, SYNEVOL-U

Template-Level Changes Sequence-Level Changes
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Experiment Setting

Baselines: 
Four supervised, one semi-supervised, and four unsupervised models

Empirical configuration of FlexLog:
KNN (K-Nearest Neighbor), DT (Decision Tree), and SLFN (Single-Layer Feed-forward Network) as 
ML models chosen due to their data and time efficiency seen in a recent work

Mistral (Mistral Small Instruct 22B) as LLM model chosen due to its open-source and comparable 
performance to the closed-source LLMs. 

Evaluation Metrics and Statistical Testing: 
Effectiveness: P (Precision), R (Recall), F1 (F1-score), 
Efficiency: ∆𝑢%(labeling cost reduction), T (Training Time), I (Inference Time)
Statistical Testing: Mann-Whitney U test (also called Wilcoxon rank-sum test)
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RQ1: Effectiveness on Real-world Data

▪ In ADFA-U, FlexLog achieves state-of-
the-art effectiveness. FlexLog
outperforms all baselines significantly, 
except LightAD and CNN where the 
difference is statistically insignificant. 

▪ In LOGEVOL-U, on average, FlexLog
significantly outperforms all the 
baselines in terms of F1 score, with a 
minimum margin of 1.8 pp (0.928 − 
0.910).



University of Ottawa     |    University of LuxembourgUniversity of Ottawa                   Université d'OttawaUniversity of Ottawa                   Université d'Ottawa

27

RQ1: Effectiveness on Synthetic Data

FlexLog achieves state-of-the-art 
effectiveness on both real-world and 
synthesized datasets while exhibiting 
high data efficiency (with a reduction in 
labeled data usage of ranging from 62.87 
pp to 78.43 pp.)

▪ In sequence-level, FlexLog outperforms 
all baselines significantly, except 
LightAD where the difference is 
statistically insignificant.

▪ In template-level, FlexLog outperforms 
all baselines significantly.
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RQ3: Time Efficiency

While FlexLog is not the most time-efficient in ULAD inference, it processes each 
log sequence within 1 s on average. FlexLog’s cache memory remains below 4 MB
for most datasets (up to 19.6 MB for ADFA-U), confirming its memory efficiency.

▪ While FlexLog is not the fastest method 
in inference, its practicality depends on 
system constraints.

▪ When detection effectiveness is 
paramount, FlexLog remains a strong 
choice despite higher time cost. The 
latter can easily be alleviated with 
more powerful, parallel computations.
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RQ4: How does the performance of FlexLog vary under different configurations?

▪ Without cache, the inference time 
increased for all datasets. 

▪ Without RAG, Flexlog performance 
significantly drops by 4.4 pp on average.

▪ Removing any base model generally 
decreases F1 scores, except for 
LOGEVOL-U Spark and SYNEVOL-U, 
where extreme dataset imbalance 
hinders ML base model performance.

▪ Mistral remains the best LLM choice as 
an open-source LLM with insignificant or 
small different to GPT-4o.
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