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Introduction: Reliability and Availability Impact

= Software Dependability is Critical.

O Rising system complexity demands higher
reliability.

o Systems are growing smarter and riskier.
Al now writes 25%+ of Google’s new code.

= Key Post-development Reliability Strategies

@ v Proactive: Failure Prediction e’ v Reactive: Anomaly Detection

& -
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Log Artifacts, a Valuable Resource for Insight

Log files capture detailed information during system execution.

" Challenges & Opportunities

o Logs are semi-structured. - Log Preprocessing

Log Log Message

Q
= r[L M )) 0142 info: sent . header: 0142 info
= S Ry block 4 in 12.2.1 content: sent block
o)
2 < LogMessages 4 in 12.2.1
o0
®) LogMessage
— L I I 5 Log Template

LogMegsagen [ sent block * in * ]‘4—

o Modern systems generate large volumes of log data. > Automatic Method
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Background: Log Analysis Tasks

" Anomaly detection is the task of identifying anomalous patterns in log data that do not
conform to expected system behaviors.

" Failure prediction attempts to proactively generate alerts before the occurrence of
failures, which often lead to unrecoverable outage.

Log Sequence Log Sequence
Anomaly Detection Failure Prediction
Normal Anomaly [ Failure

Main differences: Mode of operation (reactive vs proactive) Input Data
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Main challenges in Log Analysis

Log-based Failure Prediction

= No Systematic Study to evaluate the impact of different DL network and embedding strategies.

= Lack Labeled Datasets with different characteristics.

Log-based Anomaly Detection

" Unstable Logs: Most methods assume stable logs, but logs change with software and environment updates.

= Substantial Reliability on Labeled Data: ML, especially DL models, need large labeled datasets, which are
costly.

" Data Leakage: Many datasets contain leaks, leading to inflated DL performance.
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Motivation

Exiting LAD Solutions mostly

& assume a stable data distribution,
& rely on substantial labeled training data,
& overlook the contextual information of logs,

& prone to inflated effectiveness due to data leakage issues.
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Proposed Approach

We propose FlexLog, a data-efficient anomaly detector on unstable datasets.

Preprocessing N Context-enriched Ensemble Learning
Promptin
Stable Logs e T A ——
A A 1 LLM
o A o — Log Messages —_—
CW ® RAG ML
¢ 1 sampling Database |  f***" <
-
Parsing
[ e.g., Drain, IPoML J 1 LLM Prompt Query
I TN Description L .
1 ~ : Majority Voting
Unstable Logs Limited , Instruction K '
A A ¥ Log Templates Training Relevant
° * ® A eeeeeens > 1 Data Information v |
\____//’
° ¢ .t A ® Input \_L |
A S e N g normal or anomalous
® Partitioning : \ Output /
** e.g., : A
Session/window :
\ based , / no \
A Anomalous log 1 P N
® Normal log Y Query Add
% Instability || oy [T > Cached? s | & cache | | }
Log Sequences \‘o ¢ ‘ Delete } ‘ Update J
- /

—> Training Path \ /
""" > Inference Path
- Cache-empowered Inference /
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Unstable Data Configuration

Models are trained on stable data and tested on unstable data.

Version 2

Version 1

i

Deduplicated
Testing data

LOG

Testing data j

Log] = | Training dataj LOG

V' Expanded datasets to 4 (real-world + synthetic):
Real-world: ADFA-U, LOGEVOL-U, Synthetic: SynHDFS-U, SYNEVOL-U

v Removed overlapping test logs to prevent information leakage.
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Experiment Setting

v/ We evaluated nine ML baselines: four unsupervised, one semi-supervised, and four

supervised methods.
LightAD PLELog Deeplog
NeurallLog LogAnomaly
LogRobust LogCluster
CNN PCA

v/ Empirical Configuration of FlexLog:

ML-based KNN DT

LLM-based Mistral Small

Evaluation Metrics and Statistical Testing:

Effectiveness: P (Precision), R (Recall), F1 (F1-score),

Efficiency: Auo,(labeling cost reduction), T (Training Time), | (Inference Time)
Statistical Testing: Mann-Whitney U test (also called Wilcoxon rank-sum test)
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RQ1: How effective is FlexLog for ULAD compared to the baselines?

limited data full training set

Data Unstable M S .
upervised

F I eX LOg a C h i eve S Sta tE'Of't h E'a rt FLexLog  LightAD NeuralLog LogRobust CNN

P 0.708 0.820 0.538 0.718  0.666

Effectiveness on bOth real-world ADFA No R 0894 0.814  0.602  0.708 0.842

F1 0.791 0.817 0.568 0.713 0.744

H 1 P 0.633 0.747 0.357 0.667 0.748

and synthesized datasets while e w bl os 2o o e 4
r e . . . o F1 0.704 0.677  0.433* 0.494* 0.685
lladmpg_,g MNo R 0.9806 0.994 0.986 0.976 0.997
F1 0.993 0.997 0.992 0.980 0.997
P 0.999 0.999 0.999 0.941 0.999

On synthesized datasets, FlexLog SN et s o o e
remains effective under up to 30 % Hadoops s Yes 005 oot 095 oocs
sequence- and template-level
instability.

0.981 0.916 0.696  0.992
0.708 0.766 0.832  0.736
0.829 0.834 0.757  0.840

Spark;_.3 Yes

Average 0.99 0.915 0.786  0.992
(Spark;_.a, Yes 0.83 0.875 0.863  0.852
Hadoopg_.3) 0.898*  0.891" 0.833"* 0.910"

FLEXLOG yields a significant higher F1-score than baseline.
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RQ2: How does the amount of labeled data impact FlexLog’s data effectiveness?

—e— FLEXLoG —&— LightAD —+— NeuralLog —— LogRobust —— CNN

T TTARTTETE Em e FlexLog outperforms baselines
— S in F1 scores under varying data
—— scarcity levels of ADFA-U except

B - at dataset size = 50, where all

TR S s e e TR e e methods perform poorly due to

() ALEA Ly iy —* AL Ay ety T ADFA g e —* AL Ay e

insufficient data.

o I
L Pilt] W [ L Lon 1200 La00 Led LA 200
Sample Siee

e} ADFA e NI A Ly mnter ) ADEA s+ AIA g
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RQ3: How time-efficient is FlexLog, and what is the cache’s memory overhead?

supervised

T T to 19.6 MB for ADFA-U), confirming

Sy 'S-U Crage
SynHDFS-1 - 5 0.771 0.005 (.259 0.008  0.016

s | 02z o 13 its memory efficiency.

(.988 0.038 0.703 0.116 0.076

SYNEVOL-U  average

Data Config . . .
FLExLoG JLight AD NeuralLog LogRobust CNN W h [ | e F I ex LO g IS N Ot t h e Mo St t| me-
duer T 16161 5 922 9291 271 o ) . .
aaduser b os12 | 0012 0.664 0.231  0.164 effl cien t N U LA D | nfe rence |t
bdraFTP T| 15906 ! 920 260 269 /
: ] 0818 0.014 0.635 0.229  0.165 h I
: pos s T 14147 5 923 20 269 processes €ac Og Sequence
ADFA-U  hydrasofl (@ gg30 | 0014 0655 0.232  0.164 . h .
— e | 5w m within 1 s on average.
. (] osm | oo 0673 0.236  0.164
v, TJ 14079 5 918 20 270
# 1] ose1 | 0013 0679 0231  0.165
e T| 13321 3 921 20 269 , ]
1] osss | 0014 0682 0.238  0.165 Flex Log S Cache mem Ory remains
Hadoop T| 4031 30 1550 178 316
e Il o043 | 0067 0275 0.078  0.077
LOGEVOL-U e below 4 MB for most datasets (up
Spark : 23706 0.2 712 232 136
I
I
T
I




University of Ottawa Université d'Ottawa

RQ4: How does the performance of FlexLog vary under different conﬁgurations“?”:“”

Config ADFA-U LOGEVOL-U SYNEVOL-U SynHDFS-U

The full FlexLog configuration—
—e — combining cache, RAG, and an
T e R T r—m—rrve ensemble of KNN, DT, SLFN, and
—— — Mistral—performs best, with
Cont R EERNEGY SHENEY SR each component improving

adduser hydralFTP hydraSSH java meter web average Hadoop Spark average average average
FLEXLOG 0.982 0.892 0.937 0.971 ff' : ff t .
w/o Mistral  0.645 0.769 (.692 0.628 0.639 0.616 0.664* 0975 0.841 0.908* 0.939* 0.936* e I C I e n Cy O r e e C Ive n e S S °
w/o KNN 0.683 (.768 0.6541 0.621 0.651 0.579 0.659* 0.980 0892 0.936! 0.915* 0.971
w/o DT 0.667 (.749 0.690 0.640 0.654 0.623 0.670* 0973 0875 0.9241 0).918* 0.979*

w/o SLFN  0.677 0.691 0.613 0.641 0.647 0.556 0.637* 0978 0871 0924 0.934* 0.948*

w/o Simples  0.579 0.591 0.630 0.628 0.674 0571 0.612* 0.998 0.962 0.9801 (.928* 0.9791 A m O n g L L IVI S’ M iSt ra I is a COSt'
effective choice, matching the

Config Source ~ ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U
FLEXLOG open 0.704 0.928 0.972 0.971 pe rfo Fmance Of G PT-4O wW h | I e
FLEXLOG (Mislral — Llama) open 0.664* 0.895* 0.949* 0.9701

FLEXLOG (Mistral — GPT)  closed 0.7101 0.9191 0.976 0.9711 out pe rfO rmin 2 I_I dma.
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Date and Code

" We have included a replication package including datasets, FlexLog and baselines, and
statistical evaluation.

Replication Package

Download (558.8 MB) ¢ This item is shared privately

Dataset modified on 2025-08-07, 04:18

CATEGORIES
The replication package of "LLM meets ML: Data-efficient Anomaly Detection on Unstable Logs" includes
implementation, datasets, and scripts used for the evaluation.

» Automated software engineering

KEYWORDS
Requirements: unstable logs anomaly detection
» Python3 (3.12 is recommended) . .
Large Language Model (LLM) Replication
Please consult the fle README.md for detailed information. Package
LICENCE

CCBY4.0

S A%t
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Summary

v We introduce FlexLog, a hybrid ML + LLM ensemble for unstable logs.

v’ FlexLog outperforms baselines by >1.2 pp F1 using 63% less labeled data.
v’ Inference remains efficient (<1 s per log sequence).

v’ Caching and RAG modules improve robustness and efficiency.
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v’ Integrate stronger open-source LLMs (e.g., DeepSeek R1).

v’ Develop dynamic ensemble strategies beyond majority voting.

v’ Extend caching to handle approximate log similarities.

v’ Use data augmentation (GANs, synthetic logs) to balance datasets.

v’ Explore agentic detection via repair—execute—feedback loops with LLMs.
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Proposed Approach

FlexLog combines ML-based methods with fine-tuned LLMs by ensemble averaging.
Contextual information are integrated by LLMs using RAG-based prompting.
The speed of inference is improved by cache-empowered inference.

Context-enriched

/ Prompting \\ /

Ensemble Learning

/ Preprocessing \

Stablelogs ~ [ [ TTEEEEEE
| el |
Log Messages = . — |
=) oetabese| |- J O]
l Sampling e |
~ parsing My
e.g., Drain, IPoML LLM Prompt Query | |
- Description '
l _ Majority Voting |
Unstable Logs Limited Instruction L /
A A ¥ Log Templates Training Relevant
. * @ A snmunf l ' Data Information ¥ ]
. .'.k A L Input L‘— |
e . f""'" ' normal or anomalous
Partitioning Output /
e.g., s
Session/window :
" based . \
A Anomalous log 1
® Normal log Cache
% Imstability || e T * —_"*
Log Sequences c
= Training Path
=====% |nference Path \ /

Cache-empnwered Inference
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Impact of De-duplication

Table A.2: Effectiveness of FLEXLOG and baselines for ULAD on ADFA-U, LOGEVOL-U.,
SynHDFS-U, and SYNEVOL-U with and without de-duplication.

ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U

Model Dedup
adduser  hydraFTP  hydraSSH  java  meter web  average Hadoop Spark average average average
FLEXLOG Yes 0.718 0.784 0.723 0.642 0.682 0672  0.704 0.982  0.802  0.937 0.972 0.971
A No 0.723 0.790 0.726 0.652 0.701 0673  0.711 0.996  0.805  0.945 0.974 0.987
LichtAD Yes 0.725 0.754 0.666 0.639 0679 0602 0.677 0.980  0.829  0.898 0.959 0.956
g No 0.745 0.778 0.745 0.646 0.695 0.618  0.704* 0.995  0.876  0.935* 0.968 0.981*
NewralLo Yes 0.412 0.388 0.368 0.511 0461 0457  0.433 0.948  0.834  0.891 0.946 0.765
' g No 0.606 0.681 0.601 0.570 0.645 0492  0.599* 0.961 0.859  0.910* 0.951 0.905*
LoaRobust Yes 0.524 0.408 0.374 0.558  0.651 0.449  0.494 0.927 0757  0.833 0.760 0.941
grovls No 0.636 0.597 0.504 0.662 0.660 0.496  0.592* 0981  0.789  0.885* 0.929* 0.966*
ONN Yes 0.641 0.750 0.750 0.635 0.711 0.621  0.685 0.980  0.840  0.910 0.942 0.918
No 0.703 0.765 0.777 0.644 0.724 0.634  0.707* 0.980  0.863  0.925 0.961* 0.925
PLEL Yes 0.361 0.388 0.473 0.430 0253 0233  0.356 0.709  0.165  0.437 0.499 0.164
°9 No 0.405 0.428 0.494 0.443 0311 0277  0.393* 0.761 0.223  0.492* 0.528+ 0.236*
LoaAnomal Yes 0.291 0.451 0.480 0.422 0218 0.343  0.368 0.310 0216  0.263 0.446 0.304
J y No 0.305 0.464 0.486 0.399 0237 0351  0.373 0.619 0212  0.415* 0.498* 0.336*
Deeni Yes 0.292 0.481 0.458 0.339 0253 0353  0.363 0.367  0.122  0.244 0.741 0.253
ceplog No 0.340 0.499 0.450 0.341 0249 0369 0374 0.685  0.141  0.413* 0.776* 0.291*
L ooCluster Yes 0.334 0.418 0.461 0.348 0.175 0304  0.340 0.430  0.485  0.458 0.519 0.714
J No 0.326 0.431 0.523 0.317 0211 0336 0357 0.798 0614  0.706* 0.759* 0.786*
peA Yes 0.165 0.144 0.140 0.158 0241 0.197 0.174 0.360  0.108  0.234 0.404 0.103
’ No 0.155 0.152 0.163 0.277 0211 0.198  0.192* 0.454  0.007  0.275* 0.567* 0.189%

* The same model shows a significant F1 score difference between deduplicated and original test data.
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Alternative Ensembling Strategies

Table A.1: F1 scores of using alternative Ensembling Strategies in FLEXLOG.

Ensembling ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U
Config adduser  hydraFTP  hydraSSH  java  meter web  average Hadoop Spark  average average average
Magjority Voting (FLEXLOG) 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971
Majority Voting (alternative) 0.641 0.711 0.691 0.615 0.656 0.635  0.650* 0.964 0.840  0.902% 0.936* 0.929*
SNAIL 0.671 0.714 0.683 0.624 0628 0651  0.661* 0.965 0.854  0.909% 0.958* 0.949*
MetaFormer 0.666 0.706 0.691 0.615 0.607 0.663  0.658* 0.976 0.866 0.921 0.954* 0.951*

* FLEXLOG vyields a significant higher F1 score compared to using the alternative ensembling strategy.
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Research Questions

RQ1. (effectiveness) How effective is FlexLog for ULAD compared to the baselines?

RQ1.1 Can FlexLog trained on limited labeled data achieve comparable effectiveness to baselines trained on
full datasets?

RQ1.2 What impact does the level of log instability have on FlexLog and the baselines?

RQ2. (data efficiency) How does the amount of labeled training data impact FlexLog’s effectiveness, and can it
maintain robust effectiveness under varying degrees of data scarcity?

RQ3. (time and memory efficiency) What is the performance of FlexLog in terms of time efficiency during training
and inference, and how much memory overhead does the cache incur during inference?

RQ4. (configuration impact) How does the performance of FlexLog vary under different configurations, including
ablations of base models, RAG, and the cache, as well as alternative LLM choices?

S A%
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Another Contribution: Unstable Data Configuration

Niiiia Sys #Log # Anomalous 4 Seaslons #Log bcssun.l Length
Messages Messages Templates avg min max
ADFA Linux 2,747,550 317,388 (11.5%) 5,951 175 461.69 75 4474
. .. Hadoop 2%2,120,739 35,072 (1.6%) 333,699 319 6.35 1 1,963
- ° - - LOGEVOL T = > f ;
Rea I wo rI d . A D FA U ) LOG EVO L U ) Hadoop 3 2,050,488 30,309 (1.4%) 343,013 313 597 1 1,818
Spark 2§ 931,960 1,702 (0.1%) 13,892 130 67.08 1 1125
[ ] ]
Synt hetic: Sy nHDFS-U, SYNEVOL-U Spark 3 JJ1600.273 2430 (0.1%) 21,232 134 7537 1 1977
HDFS Hadoop 11,110,850 284,818 (2.9%) 575,061 48 1932 2 30
Dataset Configuration DupRh(:'fltlon #Log Sequences
train/fine-tune test ato train fine-tune test
ADFA 4 java ADFA,, java 0.32 4786 1000 1165
i’lDFj\.u_,n h-yd-mﬁ.‘ﬁ'H i’lDFj\.u_, hyfi-m.‘:'S'H []3_]. 4734 1000 1217
ADFA-U ADFA o hydrarFTP ADFAy hydraFTP 0.31 4748 1000 1203
ADFA .o meter ADFA, meter 0.34 4835 1000 1116
ADFA 5 web ADFA,; web 0.33 4792 1000 1159
ADFA 3y adduser ADFAy adduser 0.33 4819 1000 1132
. . LOGEVOL-U Hadoop 2 Hadoop 3 0.84 302312 8558 34495
U'nglnal Lﬂg Template Orlgmal LDg Sequence Spark 2 Spark 3 0.50 11114 1134 4246
received block * from * dest: * template 1 = template 2 ~ template 3 (= template 4 Spark 259, sequence 0.6
Sp'rll'k 210%_39.}71&:1{:(9 0.55
" HEIHDViIlg one “"Dl'd — RemﬂVing a tE]'Ilp].Bt-E Spa:t‘k 215%-_"3(-?(}?1!‘:!!(.‘(-? [:]‘3() 11114 1134 2778
Spark 220%_39.}71&:1{:(9 0.44
received bleek * from * dest: * template 1 + template 3 [ template 4 Spark 2959, sequence 0.37
- , " Duplicatinga template SYNEVOL-U Spark 2 Spark 230 _sequence 0.32
Adding one word f -
Spark 25‘?’.—,_tr‘:mp£ate 0.54
received block * from IP * dest: * template 1  template 2  template 2 + template 3 = template 4 Spark 210% template 0.45
L . . Spark 259 template 0.36 :
Shuffl 11 subse o ) 11114 1134 2778
Replacing one word by another word Lo Spark 2509 template 0.28
reeeived got block * from * dest: * template 1  template 3 -~ template 4 [~ template 2 Spark 2y5% _template 0.22
Spark 230%_te1rnp.fafe': 0.18
SynHDFS5¢, cequence 0.93
S}"HHDFSmc;v sequence 0.88 s =
SynHDFS-U bsed 460048 5772 51000
Template-Level Changes Sequence-Level Changes SynHDFS205,_sequence 0.78
S}"HHDF Sﬁ 0%__sequence 0.69
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Experiment Setting

Baselines:
Four supervised, one semi-supervised, and four unsupervised models

Empirical configuration of FlexLog:
KNN (K-Nearest Neighbor), DT (Decision Tree), and SLFN (Single-Layer Feed-forward Network) as
ML models chosen due to their data and time efficiency seen in a recent work

Mistral (Mistral Small Instruct 22B) as LLM model chosen due to its open-source and comparable
performance to the closed-source LLMs.

Evaluation Metrics and Statistical Testing:

Effectiveness: P (Precision), R (Recall), F1 (F1-score),

Efficiency: Auo,(labeling cost reduction), T (Training Time), | (Inference Time)
Statistical Testing: Mann-Whitney U test (also called Wilcoxon rank-sum test)

S A% T
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RQ1: Effectiveness on Real-world Data
H limited data full training set
= |n ADFA-U, FlexLog achieves state-of- Data Unstable M . . .
Supervised Semi-§ Unsupervised
the-art effectiveness. FlexLo g FiexLoc  LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA
. . . . P 0.708 0.820 0.538 0.718 0.666 0.736 0.357 0.334 0.255 0.196
outpe rforms all baselines sign ifica nt|y’ ADFA  No R 0894 0814 0602 0708 0842 0216 0430 0523 0907 0.139
F1 0.791 0.817 0.568 0.713 0.744 0.334 0.390 0.408 0.398 0.162
1 0.747 0.357 0.667 0.748 0.503 0.286 0.297 0.236 0.164
exce pt LI g h tA D a n d C N N W h e re t h e average Yes 0.660 0.652 0.402 0.657 0.404 0.531 0.494 0.901 0.157
. ° . . ° ° ‘L 0.677 0.433* 0.494* 0.685 0.356* 0.368* 0.363" 0.340* 0.174*
difference is statistically insignificant. i
P 0.999 0.999 0.997 0.984 0.997 0.648 0.263 0.384 0.952 0.267
lladoopz_,z No R 0.986 0.994 0.986 0.976 0.997 0.888 0.616 0.352 0.320 0.867
F1 0.993 0.997 0.992 0.980 0.997 0.749 0.368 0.367 0.479 0.408
[ ] - | 0.999 0.999 0.999 0.941 0.999 0.172 0.501 0.512 0.771 0.072
I n LOG EVO L U’ O n a Ve ra ge’ F I eXLOg Spark;_,, No R 0.969 0.939 0.636 0.969 0.878 0.129 0.393 0.443 0.818 0.471
sioni ﬁca n tl outber fO rms a I t h e FI  0.984 0.968 0777 0952 0935 0243  0.441 0475 0794 0.125
g y p 0.998 0.914 0.905 0.992 0.626 0.221 0.384 0.510 0.225
° M M lladoopz_,3 Yes 0.963 0.984 0.950 0.968 0.819 0.522 0.352 0.371 0.898
baselines in terms of F1 score, with a
. . : 0.981 0.916 0.696 0.992 0.105 0.141 0.08 0.347 0.061
minimum margin of 1.8 pp (0.928 - Sparkysy  Yes
0.829 0.834 0.757 0.840 0.165 0.216 0.122 0.485 0.108
O . 9 1 O) . Average 0.99 0.915 0.786 0.992 0.366 0.181 0.232 0.428 0.143
(Spark;_.3, Yes 0.83 0.875 0.863 0.852 0.887 0.49 0.479 0.588 0.691
Hadoop;_.3) 0.898" 0.891* 0.833* 0.910" 0.437" 0.263" 0.244" 0.458" 0.234"

" FrexLoc yields a significant higher F1-score than baseline.

- /4T
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RQ1: Effectiveness on Synthetic Data uOttaws

" |nsequence-level, FlexLog outperforms

! 1 1F3 limited data full training set
all baselines significantly, except oo , i _
supervised Semi-$ Unsupervised

ng htA D W h e re t h e d |ffe re n Ce |S FLexLoG LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

« e . . .« [ P 0.954 0.9763  0.949 0.957 0.933 0.630 0.243 0.725 0.999  0.924

Sta t| St ICa | |y INSI g N |f| can t . SynHDFS No R 0.999 0.990  0.985 0.980 0.951 0.966 0.971 0.927 0.346  0.667

0% F1 0.976 0.983  0.966 0.969 0.942 0.763 0.389 0.814 0514  0.762

SRS P 0.949 0.948  0.915 0.684  0.932 0.398 0.355 0.63 0.962 0.374

yn Yes R 0.992 0.972  0.979 0.965 0.95 0.778 0.762 0.903 0.355  0.688

. -

I n te m p Iate I eve I/ F I ex LOg 0) Ut p e rfO rms average F1 0.971 0.959  0.946*  0.760* 0.942" 0.499*  0.446" 0.741*  0.519"  0.404"

ad ” baselines Sign ifica ntly P 0.999 0.999  0.999 0.941  0.999 0.172 0.501 0.512 0771  0.072
SYNEVOL o R 0.969 0.939  0.636 0.969 0.878 0.129  0.393 0.443 0818 0.471

0% F1 0.984 0.968  0.777 0.952  0.935 0.243 0.441 0.475 0.794  0.125

/ . \ SYNEVOL p 0.999 0.999  0.999 0.972  0.994 0.175 0.247 0.229 0.764  0.062
= | exLo g ac h leves St ate-of-t h e-art Sequence  Yes R 0.966 0.94  0.622 0914 0.888 0.144  0.422 042 0811 047
Average F1 0.982 0.969  0.767°  0.942" 0.938" 0.158"  0.302" 0.288°  0.786* 0.11"*

[ )

effectiveness on both real-world and | ..., p [ 0595) 0999 0o 093 09 o1 02 0156 050 00
- . . .. . Template Yes R 0.934 0.894 0.628 0.953 0.864 0.29 0.399 0.419 0.79 0.471
Synthe5|zed data sets Wh | |e eXh | b 1l ng Average F1 0.963 0.944*  0.763°  0.941" 0.899" 0.17°  0.305"°  0.218"  0.643° 0.096"

high data efficiency (With 3 redUCtion in FLEXLOG yields a significant higher F1-score than compared baseline.
labeled data usage of ranging from 62.87

\pp to 78.43 pp.) /
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RQ3: Time Efficiency

Data Config M supervised Semi-S Unsupervised

FLExLo@ LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLlog LogCluster PCA | Wh ile FIeXLog iS nOt the faSte St methOd
dduer TN 16161 5 922 221 271 285 276 184 1 0.017 - . .
: 1] osi2] o012 0664 0234 0.164 0.211 0.025 0.012 <0001 < 0.00] |n Infe rence. i pr i Il y d p nd n
sodiige T 18908 1 920 20 269 285 276 181 1 0.017 ) ts aCt ca t epe SO
g | ().818 0.014 0.635 0.229 0.165 0.211 0).024 0.011 <().001 < 0.001 e
rl 14147 5 923 20 269 285 275 183 ! 0.017 SyStem COhStralntS
ADFA- hydraSSH : o s s ‘ o
ADFA-U ) If os2l 0014 0655 0.232  0.164 0211 0.025 0.012 <0001 < 0.001
. T 13933 6 921 20 270 285 275 180 1 0.017
W1 oss | o014 0673 0236 0161 0211 0025 0011 <0001 < 0.001 . . .
& T 1407 5 918 220 270 285 276 181 1 0.017 u When detECtIOn EffECtlveness IS
e 1] os61 | 0013 0679 0231 0.165 0211 0.025 0.012 <0001 < 0.001
meier T M) 8w a0 W w ;w4 00w paramount, FlexLog remains a strong
1] osss | 0014 0682 0.238  0.165 0.211 0.025 0.012 <0001 < 0.00]
, T 1031 30 1 550 178 316 48 1340 1020 21 0.180 h i d " h h " Th
LOCEVOLD Hadoop 1 o435 | o067 0275 0.078 0077 0.072 0.004 0.001  <0.001 < 0.001 cnhoice esplte Ig er time cost. e
. T| 23706 0.2 712 232 136 220 944 514 9 0.015 . . .
Sk | Duu | 0o 0564 002 00 006 0007 008 <000 <0001 latter can easily be alleviated with
e 7] 13587 22 1 260 293 355 42 976 1110 20 0.067 .
SYRRIESTL AIEe ko | o005 0259 0.008  0.016 0.007 0.004 0.002 <0001 < 0.00] more powerfUI’ para"el comPUtatlons.
— 1] 23706 0.2 712 232 136 220 944 514 9 0.015
SYNEVOL-U  average 1R 983 ) 0038  0.703 0116 0076 0.008 0.013 0.0 < 0.001 < 0.00]

N : : . : : : N
While FlexLog is not the most time-efficient in ULAD inference, it processes each

log sequence within 1 s on average. FlexLog’s cache memory remains below 4 MB
Q‘or most datasets (up to 19.6 MB for ADFA-U), confirming its memory efficiency. -

- {2
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RQ4: How does the performance of FlexLog vary under different conﬁgurations“?”:“”

cuuﬁg ADFA-U LOGEVOL-U SYNEVOL-U SynHDFS-U L Without CaChe, the infe rence tlme

FLEX Lo 0.853 0.628 0.771 .
FiExLoG w/o e 0.904 0010 Y increased for all datasets.

Dillerence -0.051* -..312* -0.047* -0.0231

Config adduser hydraFTP hydraSSH java meter web  Average m Wit h o ut RAG’ F I EXI Og p e rfo rmance

FrLExL.oc ().784 (.723 (.612 ().682 (.672 0.704
FLEXLOG w/o RAG 0.705 0.618 (1.622 0.659 ().611 (.660 S Ig n Ifl Ca ntly d rO ps by 4 . 4 p p O n a Ve ra ge .
Dilference (pp) 3 7.9 7.5 2 2.3 3.1 1.1*
Config ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U °
adduser hydraFTI® hydraSSH java meter web average Hadoop Spark average average average u Re mOVI n g a ny ba Se m Od eI ge n e ra I |y

FrexLoc  0.7T18 0982  (0.892  (.937 0.971

w/o Mistral  0.645 0.769 0.692  0.628 0639 0616 0.664* 0975 0.841 0.908* 0.939* 0,936* d ecreases F 1 score S, exce pt fO I

w/o KNN  0.683 (.768 0.654  0.621 0651 0579 0.659* 0980 0892 0936 (.945* no7t

w/o DT 0.667 0.749 0.690  0.640 0654 0623 0.670* 0973 0875 09241 0.948* 0.979* LOG EVO I-_ U S pa rk din d SY N EVO I—_ U;
w/o SLFN  0.677 0.G91 0.613  0.641 0.647 0.556 0.637* 0978 0871 09241 0.934% 0.948*

w/o Simples  0.579 0.591 0630 0628 0674 0571 0.612* 0.998 0.962 0.980¢ 0.928* 0.979! Where eXtreme dataSEt Im ba Ia nce
* FLEXLOG yields a significant higher Fl-score than the ablation configuration. h i N de rs M L ba sem Od eI pe rforma nce

T indicates no significant difference between FLEXLOG and the ablation configuration.
! FLEXLoG yields a significant lower F1-score than the ablation configuration.

Config Source ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U | Mistral remains the best LLM Choice as

FrexLog

FLEXLOG (Mistral — Llama)  open 0.664* 0.895* 0.949* 0.9701 dNn open-source LLM with in Slg nificant or

FLExLoG (Mistral — GPT) closed 0.710% 0.9191 0.9761 0.9711 sma I I d Iff ere nt t 0 G PT_ 40.

S A%
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